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Working Group 13

= WG13 founded 2001

VDA QMC

Verband der Automobilindustrie
Qualitats-Management-Center

» Periods of working with limited duration (2001 — 2004; 2006 — 2010; 2011 — 2018; 2020 — 2022)

» Permanent working group since 2022

= VDA QMC ownership about Automotive SPICE® since 2011

2015
Automotive
SPICE® v3.0
2017
Automotive
SPICE® v3.1 and
2010 Automotive 2021 Automotive
first Blue Gold Book SPI_CE® SPICE® for
Guidelines v1.0 Cybersecurity
v1.0

2023
Automotive
SPICE® v4.0 and
Automotive
SPICE®
Guidelines v2.0
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Quality-related work in VDA
Structure of quality related working groups in VDA QMC

QMA Management Board
QMA (Quality Management Committee)

a

Reporting \Assignment and Approval

Strategyé VDA Q MC

Organizational support, coordination, commissioning, marketing (books and trainings)

; |
Assignment Assignment
SQMK
(Strategic Quality
Management Circle)
Monitoring 1Presentation Reporting
v v v
AQI } Automative Project and Working
O Quality Institute Groups
© VDA QMC 4
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VDA QMC Working Group 13

: VDA | QMC ,
Alignment on procedures for Qutts Managemen et * Regular Exchange I
. . = Training and certification Review of Draft versions : b
mtacs.lnfo_lllll = Maintaining assessor Working Group 13 Collaboration in “Board China
nternational Assessor Certification Scheme . - % S0
competence standardization 5 ~a,
Conferences ®
Responsibility and Publication
Se
& Automotive SPICE R
o O 0@
%\)QQ&QP PRM/PAM d}((/%
& Automotive SPICE % %
Guidelines o2
Automotive SPICE for
VDA QM

Qualitits Management Cer
in Verband de- Automobiingustri

Potential Analysis
Automotive SPICE for
Cybersecurity

AQI

Automotive
Quality Institute



Working Group 13

WG13 — Way of Working

Head of WG13:
Support VDA QMC:

16 Core Members (OEM, Tier 1, Tier
2+)

Regular participants in WG13
meetings

Continuously keeping Automotive
SPICE up-to-date

Supporting the VDA QMC project and
working groups in software related
topics (e.g. VDA2)

Collaboration and alignment with
relevant stakeholders (e.g. AQI,
intacs®) "

© VDA QMC

Core team

Audi S
BMW .
MAN .
Mercedes-Benz
Opel

VW

Robert Bosch
Brose

Continental

Forvia

Infineon

Magna

Schaeffler
Valeo
Webasto
ZF

Expert team

Audi

BMW

Cariad

Mercedes-Benz .
VW

Robert Bosch
Continental

Forvia
Magna
Saneon
Schaeffler
UL Solutions
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Albrecht Wlokka (Robert Bosch GmbH), deputy Dirk Hamann (Schaeffler AG)

Teresa Muller-Ott; Bernhard Herzog; contact info@vda-gmc.de

15 Supporting Experts

Specialists in particular engineering
aspects

Will be involved on demand in
particular working groups
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Working Group 13

Tasks, Authorities and Responsibilities

WG13 is the only authority to maintain
Automotive SPICE®

WG13 decides on new models within the
scope of Automotive SPICE®

WG13 decides on extensions of Automotive
SPICE®

WG13 reviews, and provides input for,
training materials for Automotive SPICE®

WG13 is worldwide in contact with
Automotive SPICE® stakeholders to keep it
updated

© VDA QMC
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WG 13 participants on VDA SYS conference 2024



Follow us on Linkedln VDA QMC

Verband der Automobilindustrie
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VDA AK13 Automotive SPICE®

The VDA Working Group 13, board of authors of Automotive SPICE® and the Automotive SPICE®
Guidelines

Manage recent posts

Manage your page’s content and amplify your reach with boosting. Learn more

Motor Vehicle Manufacturing - 621 followers

Get up to 110,000 more impressions by Get up to 110,000 more impressions by
boosting this post. @ 00s boosting this post. @ o0s

VDA AK13 Automotive SPICE® VDA AK13 Automotive SPICE®

e 621 followers e 621 followers

6d- ® w-®

. Is Automotive SPICE® still needed and useful Explore our brief article comparing the EU Al Act and

] when engineering work products are created with the Automotive SPICE®
LI n ked support of Al? Discover our perspective in ..more #AutomotiveSPICE #Quality #Al #MachineLe ..more

Al Engineering Tools and Automotive SPICE®
VDA AK13 Automotive SPICE®
© VDA QMC

EU Al Act and Automotive SPICE®
VDA AK13 Automotive SPICE®



Some of the upcoming topics

=  Automotive SPICE v4.1 and Guidelines V2.1

= Adaptations for ,post-SOP* activities and SDV:.
for sure ASPICE can be used after SOP & for non-embedded

= Strengten collaboration with Cybersecurity AK’s &
VDA SW Quality Advisory Board China

= VDA Automotive SYS Conference 06/2025 Berlin (Teaser)
- AK13 presentation: Automotive SPICE and the future of
automotive software-based systems
- AK13 workshop: ASPICE 4.0 — 18 Months later

© VDA QMC
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https://vda-qmc.de/wp-content/uploads/2025/04/Teaser_AutomotiveSYS_2025_P11.pdf

VDA QMC

Verband der Automobilindustrie

Automotive SPICE® Potential Analysis (ASPICE PoA)
Intacs regional SPICE event in Budapest 14-15. May 2025

o0 AUTOMOTIVE

SPICE®

POTENTIAL ANALYSIS
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What to expect and what Iis our goal

« What is the motivation for an Automotive SPICE Potential Analysis
(ASPICE PoA)

 What are the characteristics of ASPICE PoA
« How Is ASPICE PoA structured and what is the content

* Further use cases, experiences and next steps



Potential Analysis - DIY VDAQMC

I I Qualitats-M t-Cent
How to create an own Potential Analysis ualitits-Management-Center

Various Tier-1 and OEM faced the challenge of
reviewing new, innovative companies with Software “Hotspot” analysis example for relevant content
content. Reduce the (ASPICE) content:
MAN.3
8P1|BP2 |BP3 |BP4 |BPS |BP6 |BP7 |BPS|BPO B

» Take the VDA scope as framework, set time limit
11 11 9 16 14 8 15 16 5 10

10% 10% 8% 12% 7%

* Inspect every reference process for more or less
important practices — cherrypick

_ _ _ o suP.8
- Copy/paste practices, guidance, questionnaire into 3p18p2|8e3|8ea|ses|ape|BP7| P8P

an own spreadsheet. 10 8 9 12 12 12 7 8 7

15% 10 12% O% 10% 10%
» Review with other assessors, mix in company

policies, align on rating(s) and result.

© VDA QMC



Potential Analysis - DIY

Pros and cons of DIY solution

Pro | Cons

Company need is covered

Quick and effective solution

Assessors can be used

Very little training need

Flexible

© VDA QMC

Gaps in consistency.
Everyone is doing differently -2
suppliers faced with different methods

Result is not “official” and can not be shared
or reused
(valid only company internal)

No evidence logs for assessors

Reasons for model often not documented —
argumentation vague and difficult. Different
“interpretation” possible.

Tooling and model maintenance effort

VDA QMC

Verband der Automobilindustrie
Qualitats-Management-Center

DIY solutions
proofed very
effective In
practice!

ASPICE PoA
goal Is to solve or
reduce the cons!
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Motivation

* Transformation in the automotive industry leads to strongly evolving collaboration landscape

 Companies from consumer electronics expand towards automotive

e Established suppliers buy or build up new development centers

* Necessity to assess potential partners before nomination/collaboration in a shortened but systematical manner
* OEMs and Tierls have already developed corresponding methods

Considering multiple use cases:

» —
/\ —
Syl
Exemplary Golden Shortened Preparation for a full Improvement starts
project sample gap analysis assessment with PoA
Assess comparable project Check planned way of working Identify main pain points to be Give confidence on No re-PoA, improvements
and current processes solved immediately established methods checked in normal ASPICE

assessment



Major Milestones for Potential Analysis development

Roadmap

2021

2022

Timeline

2023

VDA QMC

Verband der Automobilindustrie
Qualitats-Management-Center

2024

2021 > 2022 > 2023 > 2024 D20254
Q2 » Q3 »Q4 »Q1 »Q2 »Q3 »Q4 >>Q1 »>Q2 »Q3 »Q4 »Q1 »Q2 » Q3 » Q4 »Q1

Automotive SPICE®
Potential Analysis
PAM/PRM and
Guideline

— '

¢

¢ '

Necessity evaluated
and harmonized
with VDA 6.3
potential analysis

Concept Workshop Start of Expert Yellow PAM 4.0
development PG13 development Review Book BG Book
Concept Hotspot  Start of Expert Yellow PAM Training
development  analysis development Review Book BG Book Concept/
Certification
/ Scheme
Hot Spot Analysis done QMA decision on First PoA finalized based PoA
to identify similarities additional Feedback show on the feedbacks, trainings
between developed PAM/PRM for no major publication in from 2025
methods and to ASPICE Potential showstopper summer 2024
Analysis

prioritize aspects

© VDA QMC

15



Characteristics of "ASPICE Potential analysis" VDAQMC

Pu rp ose Qualitits-Management-Center
) AUTOMOTIVE
SPICE®

o) AUTOMOTIVE
SPICE®

POTENTIAL ANALYSIS

Major decisions are reasoned within the PAM/PRM. Rationales give context and allow traceability

» Omitting aspects of Automotive SPICE is a delicate task.



Characteristics of "ASPICE Potential analysis" VDAQMC

Qualitats-Management-Center

) AUTOMOTIVE B et e (S e o) AUTOMOTIVE
SPICE® Ll SPICE®

POTENTIAL ANALYSIS

* Project and organizational unit > e lenel (Lesel 1) el

e Reduced content and duration

* Capability Level 1 - Level 5 * Explore candidates for opportunities of

+ Improved development and collaborations incl. small companies, start-ups
e Use for risk evaluation
e Get familiar with ASPICE practices

* Longterm success * Own results, does not mix with ASPICE results

management



ASPICE PoA structure and content VDAQMC

Building blocks "ASPICE Potential analysis" S Haagementcenr

POPM Potential Project Management PCOM Partner and Collaboration Management

>
L
&) RTCM Release and Technical Configuration Management i TCRM Technical Change Request Management
w —
< . e
m Min. one plugin PQAS Process Quality Assurance S CSGE cybersecurity Goal Elicitation
o
TEPR Technical Problem Resolution D CSW C)‘bEISE{:I.IﬂW Verification and Validation
v
SYRD System Requirements Analysis and Design
SYIV System Integration and Verification d Own Set Of processes - 4 Ietter ID
System Level plugin - Scope consists of BASIC set with min. one
m . . . .
% REEL Requrements Ercitaton plugin (Software, System, Req. Elicitation)
§ Requirements Elicitation plugin * USE FLEX processes as needed-
- Duration: BASIC (incl. plugin) ~2 days
SWDI software Requirements, Design and Implementation ( p g ) y
-  HWE und MLE currently not included
SWIV software Integration and Verification
Software Level plugin

© VDA QMC 18



ASPICE PoA structure and content

Supporting Process Group System Engineering Process Group (SYS) Validation Process Management Process
(sup) Group (VAL) Group (MAN)
SYS.1
SUP.1 Requirements Elicitation VAL.1 MAN.3
Quality Assurance SYs.2 Validation Project Management
5 Ny SYS.5
ystem Requirements e .
Analysis System Verification MAN.5
SuUP.8 Risk Management
Configuration SYS.3 sYs.4
Management System Architectural System Integration and
Design Integration Verification MAN.6
Measurement
SuP.9 Software Engineering Process Group (SWE) Hardware Engineering Process Group (HWE)
Problem Resolution SWERT Process Improvement
Management .
Software Requirements SWE"E ) HWE.1 HWE.4 Process Group (PIM)
Analysis Software Verification HW Requirements Verification against PIM.3
SUP.10 Analysis HW Requirements s Impr.uvement
Change Request SWE.2 SWE.5
Management Software Architectural Software Component Verification HWE.2 HWE.3
Design and Integration Verification ) Verification against Reuse Process Gruup
SWES3 Y BLEE HW Design (REU'
SUP.11 . SWE.4 REU.2
Machine L ing Dat: Software Detailed Design PRV
T and Unit Construction | | Software Unit Verification Managenuer'gE :::roducts for
Machine Learning Engineering Process Group (MLE) Acquisition Process Supply Process Group
Group (ACQ) (SPL)
MLE.1 MLE.Z . MLE.3 MLE.4 ACQ.4 SPL.2
e e || M tearar® || Madineleamiog || Megine e ||| | suppier ontarng produc elnse
Primary Lifecycle Processes | ‘ Organizational Lifecycle Processes | ‘ Supporting Lifecycle Processes

© VDA QMC

FLEX PLUGINS BASIC

VDA QMC

Verband der Automobilindustrie

aier
POPM Potential Project Management

RTCM Release and Technical Configuration Management

Min. one PQAS Process Quality Assurance

plugin TEPR Technical Problem Resolution

Soul SYRD System Requirements Analysis and Design
Level
Plugin SYIV System Integration and Verification

Req. Elicitation
Plugin

REEL Requirements Elicitation

ey SWDI software Req., Design and Implementation
Level
Plugin SWIV software Integration and Verification

TCRM Technical Change Request Management

CSGE cybersecurity Goal Elicitation

CSVV cCybersecurity Verification and Validation

PCOM Partner and Collaboration Management



Mapping of ASPICE 4.0 to ASPICE Potential Analysis VDA QMC

Verband der Automobitiadiss
Qualitats-Manageme

Supporting Process Group System Engineering Process Group (SYS) Validation Process Management Process
(SUP) Group (VAL) Group (MAN)
REEL Reduirements
PQAS Process Quality Eficitation VAL.1
Assurance Validation POPM Potential
SYRD Project
- supad Re uiremseﬁtse,rbxnnal sis and SYIV System Integration pgasellent
and Technical al y and Verification
Configuration Design
Management MAN.6
Measurement %
TEPR Technical Problem Software Engineering Process Group (SWE) Hardware Engineering Process Group (HWE) e —— 6
Resolution = )
HWE.1 HWE.4 Process Group (PIMV) =
HW Requirements Verification against PIM.3 o
SUP.10 Analysis HW Reguirements Process Impr.uvement
RM Technical Chs SWDI software Req., § SWIV e
Manage ment i ) .
age :Desllgn antd ; \S/of’F}/_varte_z Integration.and HWE..Z Ver Ficatio aganat Reuse Process Group
MPIeMEntation erirication HW Design HW Design (REU)
SUP.11 REU.2
Machine Learning Data Management of Products for
Management Reuse
Machine Learning Engineering Process Group (MLE) Acquisition Process Supply Process Group
Group (ACQ)
MLE.1 MLE.2 MILE.3 MLE.4 AL RTCM Release
Machine Learning Machine Learning Machine Learning Machine Learning Supoiier Monitori and Technical Configuration
Requirements Analysis Architecture Training Model Testing na ng Management
| Primary Lifecycle Processes ‘ ‘ Organizational Lifecycle Processes ‘ ‘ Supporting Lifecycle Processes ‘

CSGE cybersecurity Goal Elicitation CSVV cCybersecurity Verification and Validation

© VDA QMC



Mapping of ASPICE Cybersecurity to ASPICE Potential Analysis

S ey e S

- VI — Fote al o
44N =t .

e Sl -A:sz—)‘u\ o i §

l Selection

ACQ.4 and ASPICE
Supplier Monitering | 4 0 ACQ 4

rity , SEC.4

Ir?:em entati I , on Risk Treatment v;[;sﬁbn

© VDA QMC



ASPICE PoA structure and content

Project Software Developer Tester

Customer . Manager Architect

Y
Focus of the ASPICE PoA

ASPICE PoA has focus on engineering, technical area and limits the
organizational aspects to a bare minimum.

- Organizational aspects consideration is mainly at Project
management.

- Configuration Management and Problem resolution restricted to
technical parts.

Benefit: reduced audience and stakeholders that are sometimes far
from technical team and difficult to bring into assessment scope.

VDA QMC

Verband der Automobilindustrie
Qualitats-Management-Center

Stakeholder

Rationale ,Organizational
aspect”:

ASPICE PoA is limited for the
priorization of technical and
engineering aspects.....
...exclude interfaces to
stakeholders such as marketing,
human resources management,
competency management and
others that often are in shared
groups within the organization...



ASPICE PoA structure and content VDAQMC

Qualitats-Management-Center

Specific interpretations and limitations described as Rationals:
RAG - Rationales of generic character reflecting specific circumstances for all processes
RAP - Rationales of process specific character, wich affect one or a few processes only

ﬂimitations RAP = Rationales of process specific character, wich affect one or a few processes only \

cybersecurity”
RAP.10 - ,Baseline completeness and

RAP.11- ,Delivery RAP.19 - ,Cybersecurity Risk Treatment
Implementation®

RAP.12 - ,Access rights®
RAP.20 - ,Obtain stakeholder expectations
and requests”
RAP.14 - ,Quotation and contracts” RAP.21 - ,Prioritization of requirements®
RAP.15 - ,Scope of cybersecurity” RAP.22 - ,Select verification measures®
RAP.16 - ,Prioritization of threats* RAP.23 - ,Cross relationships® /

13
gl RAG.1,Resources RAP.1 - Process assurance only*

RAP.2 - ,Organizational aspects®

ml RAG.2 Scope of work®

RAP.3 - ,Risk identification*
= RAGS3 ,,Feasibility“ RAP.4 - Identification of problems*

RAP.5 - ,Urgent resolution and alert*

RAP.13 - Partner and Collaborations**

B
m RAGA ,RESPDHSIbIhtIES RAP.6 - . Tracking problems to change requests”

O]
¥

)
S
S
E
-l

RAP.7 - ,Technical changes only*

RAP.8 - Review of implementation
\ +Approval before implementation®

=] RAG.5 ,Communicate and agree”




ASPICE PoA structure and content

Traceabllity concept within plugins for System and Software

Consistency and traceability is a major SYRD

onsistency supported by

traceability

VDA QMC

Verband der Automobilindustrie
Qualitats-Management-Center

SYIV

element and benefit in ASPICE. :
ASPICE PoA intends to keep this strength, [:

onsistency

supported by
traceability

_| System Verification
o results

System Integration

while still must reduce the effort and depth """""" [: )

on it.

SWDI |

onsistency supperted by
i

traceability

»
»

Verification results

3y

e i SW Requirements I:

onsistency

supported by
traceability

The concept is based on horizontal
traceability for consistency. e | SW Archiecture }

measured, enforced through the work

onsistency supperted by

traceability

E ................... { SW Detailed Design I:

Vertical traceability is not explicitly :

onsistency supported by

traceability

>

breakdown.

(s
P SW Verification results
. SW Integration
"l \Verification results
o1 SWUnit Integration
| Verification results
_ | SWUnit Verification
v results
L 4

G——p  Traceability (horizontal) to be evaluated

vwemmnnnnnns  \Work break down not to be evaluated for consistency
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ASPICE PoA structure and content
Design and ASPICE 4.0 new elements

The ASPICE PoA is developed at the same time as
ASPICE 4.0 and therefore reflects the same
terminology, concepts and the same look and feel..

QOutput Information Items
e 08-56 Schedule X | X
14-10 Work package X | X X
15-06 Project status X | X | X | X
15-08 Risk analysis X
15-09 Risk status X
- 08-55 Risk measure X
Process purpose 13-07 Problem X
The purpose is to identify and manage activities of an exemplary project to develop a product, manage 15-12 F'mblen_’n statu_s X
risks and monitor organizational problems related to the project. 14-02 Corrective action x X
14-50 Stakeholder groups list X
Process outcomes Base Practices
1) Activities are identified, sized, and estimated BP1: |dentify, define, and estimate activities X
2) Technical feasibility of the activities is evaluated BP2: Ensu,‘e tEGhniGa[fEESibI‘“t‘]’ . X | X
3) Interfaces of the project are identified and monitored BP3: Identify and monitor project interfaces X
4) Schedule for execution of the project is developed and monitored BP4: Define and monitor project schedule X
S BP®5: Review progress of the activities X | X | X
5) Progress of the activities is reviewed -
&) Risies o4 confinuous| BP6: Manage risks X
are managed continuously | _ BP7: Analyze and monitor organizational problems to the X
7) Organizational problems related to the project are recorded, analyzed, and monitored project

© VDA QMC 25



ASPICE PoA structure and content VDAQMC

Qualitats-M t-Cent
Measurement framework ualitits-Management-Center

) AUTOMOTIVE Fo0) AUTOMOTIVE
' SPICE® SPICE®
POTENTIAL ANALYSIS

{

-

ASPICE PoA uses traffic light logic (RGY) as the basis for
process evaluation in the process profile

ASPICE PoA can only reach level 1, higher levels are
inappropriate because of the reduced content

\ [

-

P

Own ASPICE PoA measurement framework, avoiding mixing
and confusion with ASPICE assessment results.

o

ASPICE result # ASPICE PoA result

© VDA QMC 26



ASPICE PoA structure and content

Overall result calculation

It is intended to have a "summary" result recommendation
based on the Assessment capability profile.

This should respect the BASIC scope and plugins and be a
handy value to exchange with stakeholders, for example a
sourcing group.

The concept of such an overall calculation is not intended to be
fixed the ASPICE PoA. The organizations can define based on
their needs and priorities.

Some exemplary results of an Automotive SPICE Potential
Analysis see on the left side.

VDA QMC

Verband der Automobilindustrie
Qualitats-Management-Center

CL1

CLO

Capability level per process (example)

Process ID PA1.1 CL1
Green Yes

Green Yes

Yellow Yes

Yellow Yes

Green Yes

Red No

TCRM Yellow Yes

Process attribute rating and capability level achievement
per process (example)

27
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What are additional possible use cases for the ASPICE
Potential Analysis?




Workshop: Use Cases — VDA SYS 2024 results

© VDA QMC
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Usecase ____________# %

Collaboration with startups
Supplier selection

Internal project

Newcomers to automotive

New development locations
Support RFQ

Prepare for an assessment
Project quality assessment report
Merger/Aquisition

Identify pain points/Gap analysis
Process readiness check

Reusable platform

9

22
18
13
11

20%
56%
40%
32%
28%
32%
35%
15%
3%

17%
17%
17%
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Experiences with ASPICE potential analysis




Verband der Automobilindustrie
‘ ‘ Qualitats-Management-Center

« Automotive SPICE® PoA support the evaluation of the capability of a potential collaboration or
partnership (e.g. for supplier nomination)

« Automotive SPICE® PoA focus on Capability Level 1 — ,Performed”
« Automotive SPICE® PoA is less time consuming than a full assessment (~ 2 days)
« Results from Automotive SPICE® PoA are comparable (due standardization, and trained assessors)

« Automotive SPICE® PoA focus on engineering, technical area and limits organizational aspects to a
minimum
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Training is developed by intacs®, trainings starting End of April 2025!

\J
lp Deployment of the new PAM and raising awareness to the community
’y (Conference + Gate4SPICE)
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Thank you for your attention.

Do you have any questions?

[ ¢

Download link at VDA-QMC page:
VDAQMC https://vda-gmc.de/automotive-spice/automotive-
7 spice-veroeffentlichungen/



https://vda-qmc.de/automotive-spice/automotive-spice-veroeffentlichungen/
https://vda-qmc.de/automotive-spice/automotive-spice-veroeffentlichungen/
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