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130 YEARS OF HISTORY

The story of the
Skoda cars did
not start on four

wheels
Voiturrete e 1905
' Merger with
Skoda Pilsen
SK became_/‘.
part of VW, -e 1991

family



COMPLEXITY OF SW FUNCTIONS

YESTERDAY TODAY TOMORROW

FUNCTIONS

Horn

Wipers

Parking Assistent

Connectivity

Self-charging vehicle

Autonomous Driving




BASIC REQUIREMENTS TO SW QUALITY

TALL TREES NEED STRONG ROOTS




BASIC REQUIREMENTS TO SW QUALITY

Levels of abstractions Formel Q Konkret

Automative Cybersecurity

Automotive Spice

ISO 21434

ISO 26262

Formel Q
Capability
SW

KGAS




VOLKSWAGEN
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Group Basic Software Requirements

Basic demands set by the Vokswagen Group on vehicie software and on software related to the
vehicle/software determinated systems and Its development processes.

Development, General Project-independent Performance Specification: LAH 833.909

Author Volkswagen AG, Aud AG, Porsche AG

DeptsOU K-PQX-S (Volkswagen), VGQ-F1 (Audl), EES3 (Porsche)
Phone -

Cell phone

Fax

E-mall software. qualitaet vwag.r.wob@volkswagen.de

First lssue 06.09.2002
Version 34

Freigabe
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BASIC REQUIREMENTS TO SW QUALITY
LAH 893.909 (KGAS)

"Konzern Grundanforderungen Software" define
the Volkswagen Group's requirements for the
quality of software in vehicles.

Contains an additional 450 requirements for
development processes and work product

Requires suppliers to achieve capability level
2 according to the Automotive Spice model

Contains cybersecurity requirements in
accordance with UNECE R 155
recommendations



BASIC REQUIREMENTS TO SW QUALITY
LAH 893.909 (KGAS)

2002.09 2008.05 2015.11 2017.04 2018.11 2022.11

Continuous updates

KGAS v2.1 is ‘ ‘ ‘
the first version of work product and

of the official development

i rocesses
Safety relevance Q-LAH for Functional Safety Cybersecurity ?
Volkswagen

requirements
development

Free & Open-Source

Software (FOSS)

. . Functional safet Cybersecurit
Automotive Spice processes ) Y y_ v
requirements requirements (CS) FOSS
: have been added have been added requirements
A-Spice
as a new chapter have been added

requirements
mentioned for
the first time

as a new chapter




BASIC REQUIREMENTS TO SW QUALITY

LAH 893.909 (KGAS)

MAN.3.BP4: Define, monitor and
adjust project activities.
NOTE 2: A structure and a manageable

size of the activities and related work
packages support an adequate
progress monitoring.

) AuTOMOTIVE Il

VOLKSWAGEN

[R: KGAS_3184]

The schedule must not contain any
activities with a duration longer than
a man-week.

[R: KGAS_3597]

The schedule must not contain any
activities with an effort higher than a
man-week.

Specific requirements of VW
KGAS
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= Required for current Release
& testresult FAILED &
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Required for current Release
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= Required for current Release
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E-MEISTERBOCK
TESTING FROM CUSTOMER VIEW

Lessons learned customer

VvV A A A e 7 cluster

e 297 functions

e 15 functional areas




E-MEISTERBOCK
FUSE

from the part-world ~ + FuOrQ* - to the system world (FuSE?)

\
P DISPLAY "\ yz .
* SET ()
e =)
S

Release Release Release Release
Release
4 expert groups 7 clusters 6 function systems
Elektrik Infotainrnent & Driving system
Interieur .serwces Energy system
Bodyworks Vehicle safety & Body system
Powertrain comfort FAS-/HAF-System?

Connect & security
Powertrainmanageme
nt
Vehicle operation
Energymngmnt. &
charging
Automated driving

Insasseninteraktion- & Infotainment-System3)
Date management system



E-MEISTERBOCK

Testing of customer Clear defined, structured
experienceable functions validation and release of
and characteristics ... vehicle functionality from

- _ the customer perspective ...
* Functionality (E-funktions,

MOD, charging stations,
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&
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connectivity)

Remote Control Air Conditioning
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AC-Ladestecker eniriegein

® D i St u rbi ng N Oise DC Sofort-Laden CCS DINT0121
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Customer feedback \ Research

... as a part of Q-overall
release of projects by
Skoda-Auto

Al
x |

Testcases

Specifications "“FAP”




Project analysis — exPANding comPANies

Project analysis has been used for the 4th year as a specific control tool for the
Quality area of Skoda Auto a.s. in your companies, thanks to which we have
new projects under control together with the aim of timely detecting and

eliminating risks for SOP.

Critical Supplier Program / increased supervision via

Teams &
PAN repetition within 4 weeks on site

Threat

for
project

Very high
risk -
immediat
e action

3 4 5 b [ g 9
Very high
risk
[ | |

Increased supervision via Teams / Increased supervision via Teams /
on site / AP fulfillment fulfillment of AP
& &
repetition of PAN within 5 weeks repetition of PAN within 5 weeks
on site online




VDA 2 & Automotive Spice

® VDA 2 questions can be easily mapped to Automotive Spice processes and their required
work products

® This means that there is no need to create additional evidence required for submission
within the PPA.

Organi-
Organi »

. Deliverables for software

b i ) . A-
insofer as they are applicable to the product  zation P ) S P |. 2 P RO D U CT R E LE AS E

— SWrelease
6.l

(2. Appendix 5 “Cover Sheet PPA software”) - MAN.3 PROJECT MANAGEMENT

6.2 Definition of the scope of the SW product

Reference to contractually stipulated quality

requiement - SYS.1 REQUIREMENT ELICITATION
Documentation of technical SW specifications 8 SWE.1 SOFTWARER EQU IREMENT ANALYSIS

(functional and non-functional)

63

Implementation of the requirements from 6.3
and 6.4, especially the Special Characteristics

Documentation of FOSS - PA 2.1 PERFORMANCE MANAGEMENT PROCESS
(free and open-source software)
List of known errors

Documentation of development tools

SUP.9 PROBLEM RESOLUTION MANAGEMENT

Documentation of testing tools

Documentation of version management

Documentation of a process evaluation e Sl S U P.8 CO N FlG U RATl ON MANAG E M E NT

(e.0. Automotive SPICER)

SUP.1 QUALITY ASSURANCE



6.11 Process Evaluation Proof (Automotive SPICE®)

The minimum scope is the self-assessment of the organization for the relevant project,
including documentation of the implementation of the measures derived from the self-
assessment. Evidence of the effectiveness of the measures is provided

Existing project evaluation through evaluation activities according to Formel Q SW
competency

Closed corrective action plan for non-conformities from assessment activities

Escalation in the Critical Supplier Program

L 2 S S N L O 0




VDA 2 & Automotive Spice

The SKODA brand has its own form for
submitting the necessary evidence
2 Geners nfomation within the PPF

21 Reason of submission

Its use is mandatory for suppliers of
parts containing software

PPA report for SW related systems

Contains the minimum required scope
for product and process release
including thresholds and risk
assessment

3 Contact Information

It is available to all suppliers on the
ONE KBP portal




STATISTICS

Potential analysis Quantity of activities
14

12

’ /

2021 2022 2023 2024

SW Assessment Quantity of activities

e ™

2021 2022 2023 2024




HOT TOPICS
NEW SUPPLIERS

Insufficient derivation of customer
needs

Lack of transparency within the
validation / verification results

Insufficient risk identification
approach regarding carry over
components

High density of customer & internal
defects near SOP




LEGACY CODE

Ln
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SW RELEVANCE
WHAT SHOULD BE MONITORED ?




Thank you for your
attention
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