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The scope and content are still slightly different

1 | Introduction

Automotive SPICE® for Cybersecurity supports
capability determination of processes for

 distributed cybersecurity activities,
» concept development,

* product development,

Size of bubbles are not « cybersecurity validation, and

representing the ] .
number of requirements  threat analysis and risk assessment
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Terminology used

1 | Introduction

* Alignment of terms (e.g., regarding Automotive SPICE® PAM 4.0)
* Process Capability Assessment > Determination
* Organizational Lifeeyete Processes category
* Security Process Group 2> Cybersecurity Process Group

+—Missing evidence ACSMSand-ASPICE> Evidence of corrective actions // ACSMS withdrawn
standard //

* Rating eonststerrey > Rating rules
* Work Product > Information ltem

Terminology aligned with Automotive SPICE® PAM 4.0 and fewer discrepancies compared to ISO/SAE 21434

Legend:

+—Strike-through: skipped in version 2.0

:newinversion 2.0
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Relationship to ISO/SAE 21434

1 | Introduction

[..] identify systematic weaknesses in the primary processes, organizational processes and
supporting processes

* An Automotive SPICE® for Cybersecurity assessment can identify gaps and process
weaknesses in projects that are implementing cybersecurity activities

* By intention, the risk scope of Automotive SPICE® goes beyond the scope defined in ISO/SAE
21434. |ISO/SAE 21434 focuses on the road user, whereas Automotive SPICE® for
Cybersecurity addresses risks from the entire automotive eco-system that may have an
impact on the development of cybersecurity relevant software-based systems.

* Certain aspects of ISO/SAE 21434 are not in the scope of this document”, as they are not
performed in a development project context. They are addressed by ISO PAS 5112 and are
subject to an audit of the cybersecurity management system

Legend:

) Automotive SPICE® for Cybersecurity PAM 2.0 +——Strike th GUgI' SkipPed in version 2.0
:new in version 2.0
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Rationale for Assessment Scope

1 | Introduction

* Risk Treatment Validation

* processisfocused onthe cybersecurity goals where the validation process refers to all stakeholder goals or stakeholder
requirements.

* isthe proofthat the unintended use should not lead to an undesired product behavior. The validation ensures that the
expectation of the receiving party of the delivered product is fulfilled

* SEC.4 purpose declares that itis to confirm that the integrated system achieves the associated cybersecurity goals.

* VAL.1 purpose is to provide evidence that the delivered product satisfies the intended use expectations in its
operational target environment.

* Ifthe purposes of the respective processes are compared this becomes apparent.

* The cybersecurity goals are typically derived from the security properties under consideration of damage scenarios,
and attack path analysis, including unintended use.

* This is either validated in the actual environment or a simulated environment.

*« ACQ.2 is described as a process once performed in the sense of a potential analysis for a supplier, developing a
cybersecurity relevant product. Therefore, it should be assessed in this certain context. The Automotive SPICE® for
Potential Analysis on the other hand could be used in any case.
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VDA - QMC | Automotive SPICE® | Process landscape

1 | Introduction

Supporting Process Group System Engineering Process Group (SYS) Validation Process Management Process
isuP) SYs.1 Group (VAL) Group (MAN)
SUP.1 Requirements Elicitation VAL.1 MAN.3

Quality Assurance Svs.2 oy Validation Project Management
System Requirements System Verification MAN.5
SUP.8 Analysis ;
. ; Risk Management
Configuration 5Y5.3 sYS.4
Management System Architectural System Integration and MAN.6
Design Integration Verification M B t
SUP.9 easuremen
b=t Software Engineering Process Group (SWE) Hardware Engineering Process Group (HWE) MAN.7
Management SWEL Cybersecurity Risk
- SWE.6 Manazement
SUP.10 Software Requirements I i e
- ) Software Verification HW Requirements Verification against
Change Request Analysis Analysi HW Requi =
Management A EE Squirsmen Process Improvement
SWE.2 SWE.5 Process Group (PIM)
SUP.11 Software Architectural Software Component Verification HWE.2 HWE.3
. - Design and Integration Verification _ Verification against PIM.3
Machine Learning Data HW Design HW Design Process Improvement
Management SWE.3 SWE.4 csig
Softw: Detailed Desi e -
— ?Jr:n C oar: s?c o ct?;fn Software Unit Verification Reuse Process Group
Acquisition Process Group (REU)
(AcQ) Cybersecurity Engineering Process Group (SEC) Machine Learning Engineering Process Group REU.2
{MI.E) Management of Products
ACQ.2 SEC.1 SEC.4 MLE.1 MLE.3 for Reuse
Cybersecurity Supplier Cybersecurity Risk Treatmen't validation Machine Learning Machine Learning
Request and Selection Requirements Elicitation Requirements Analysis Training Supply Process Group
ACQ.4 seca SEC.3 MLE.2 MLE 4 (SPL)
Supplier Monitoring Cybersecurity Realization Ri“'}k T;:att?mt M“hin'c Leonf Machine Lea fning SPL.2
ENlE Architecture Model Testing Product Release
| Scope Automotive SPICE
for Cybersecurity

Primary Lifecycle Processes | I Organizational 1 Processes | I Supperting Lifecycle Processes
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VDA - QMC | Automotive SPICE® | Process landscape

1 | Introduction

Supporting Process Group System Engineering Process Group (SYS) Validation Process Management Process
SUP) — Group (VAL) Group (MAN)
SUP.1 Requirements Elicitation VAL.1 MAN.3
Quality Assurance Svs.2 oy Validation Project Management
SUP.8 System Requi.rernents System Ver-iﬁcan'on MAN.5
Confi T Anslsis Risk Management
i sYs.3 sYs.4
Management System Architectural MAN.6
Decion atian
SUP.9
Problem Resolution
Management >
cybersecurity goals
SUP.10 satisfies the intended use expectations
Change Request
Management
SUP.11 unintended use of the product is prevented
B et expectation of the receiving party
Management
Acquisition Process Group
(AcQ) Cybersecurity Engineering Process Group (SEC) Machine Learning Engineering Process Group REU.2
{MI.E] Management of Products
ACQ.2 SEC.1 SEC.4 MLE.1 MLE.3 for Reuse
Cybersecurity Supplier Cybersecurity B . Machine L i Machi i
Request and Selection Requir:ments lél‘n:itatian Risk Treatment Validation Requai:e::ntia;:lar:ssis * ;r';einl]:tagm'ng Supply Process Group
ACQ.4 SEC.2 SEC.3 MLE.2 MLE.4 (SPL)
Supplier Monitoring Cvbersec r'ty.ReaI'zation Risk Treatment Machine Learning Machine Learning SPL.2
Y ur ! Verification Architecture Mode| Testing Product Release
- - — T " " Scope Automotive SPICE
Primary Lifecycle Processes | |ﬂlnnhonnl 1 Processes | | Supperting Lifecycle Processes I for Cybersecurity
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Assignment processes Automotive SPICE® PAM 4.0 and Cybersecurity PAM 2.0

2 | Instances in Practice

Typical“

Vehicle TARA
Cs (concept level)

Specifications

Tier-1 Tier-1 TARA
CS CS
 Specifications (system/ SW level) ot |  swEes
| Validation

S
Assumed TARA oals
SecEooC
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SEC.1 and SEC.2 topics

2 | Instances in Practice

* Experienced Automotive SPICE assessors know that the way things are done in projects often deviates
from Automotive SPICE specifications (especially the order in which they are done).

* The reason for this is simply that Automotive SPICE® specifies what needs to be done but does not
prescribe a strict order in which it must be done.

 Example: In Automotive SPICE, a requirements process comes first, followed by an architecture
process. In practice, a project will never wait until the requirements are finalized before architecture
work begins. There is always parallel development, where the requirements influence the architecture,
and the architecture development can lead to new or changed requirements.

* |t's the same here with Automotive SPICE for Cybersecurity: it looks like cybersecurity requirements
come first and then implementation. During project lifetime updates of TARA can become necessary
(e.g., new knowledge about vulnerabilities) which can motivate further requirements.

* The pointis that CS requirements cannot be derived immediately from CS goals. Rather, the
architecture must be analyzed, CS controls must be mapped to architectural elements, and CS
requirements must be derived from CS controls (see next slide).
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Differences between ISO/SAE 21434 and Automotive SPICE® for Cybersecurity

2 | Instances in Practice

Risk assessment (TARA) Risk assessment (TARA)
clause 15 MAN.7

Risk treatment option to Derive in case of risk
reduce te risk [RQ-09-05] reduction (SEC.1.BP1)

Cybersecurity Goals Cybersecurity Goals

Describe CS controls Specification
[RQ-09-08] (SEC.1.BP1)

Definition for

Cybersecurity
Controls Requirements

item and OE
[RQ-09-09]

Work Product Select to achieve and
support (SEC.2.BP3)

Activitiy/
Relationship

VIDE cCU \V

Cybersecurity

Requirements Controls
3.1.14 CS Control: measure that is modifying risk CS Control: is used to achieve the CS goals and CS requirements
3.1.16 CS Goal: concept-level CS requirement associated with CS Goal: Concept-level CS requirements associated with one or
one or more threat scenarios more threat scenarios
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SEC.1 Cybersecurity Requirements at Different Levels

2 | Instances in Practice _
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Traceability and Consistency - Overview of bidirectional traceability and consistency

2 | Instances in Practice

Threat scenarios

A
SEC.1.BP2
\VSEC'1'BP2 SEC.4.BP4
SEC.4.BP4
Cybersecurity goals - »| Validation measures M Validation results
A
SEC.1.BP2
SEC.1.BP2
\ 4 SEC.?.BF‘4
Cybersecurity SEC.3.BP4 Risk treatment verification
requirements = 3 measures
Tsecaer _| :
SEC.2.BP2 Verification SEC.3BP2 | verification results
A 4 SEC.3.BP4 measures || >
SEC.2.BP2 SYS/SW/HW SEC.3.BP4
SEC.2.BP2 architecture <t >
Lsec.2Br6
SEC.2.BP6
A 4 SEC.3.BP4
SW/HW detailed P SEC.3.BP4 N
design h i’ Il Eidirectional traceability

Il Consistency
I PAM4.0 relation
SWE.3.BP4 Software units SEC.3.BP4

SEC.3.BP4

Figure 7 — Bidirectional Traceability and Consistency
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Training Content Update in Relation to
SEC.1-SEC.4

The ASPICE for CS working group integrates best pratices from the
field into the training to explain the BPs and background

New results from CYBERTESTER EU Project / SOQRATES

CYBERTESTER
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Major Change: Beside the ECU and Classic Autosar based CS architectures, the training
addresses server and SDV architectures of vehicles as well

Futﬂre SOA based architectures will grow in size dynamically, creating a fast set of potential attack
paths

Attack Command Injection and Command Injection and At.tacl'< Vector:
Vector: SQL Injection & Remote Execution SQL Injection & Remote Execution  [UUEISfe]g

New
media VM Virtual Machine - Function Group VM Virtual Machine - Function Group
po rt Data Objects Data Objects
. Encrypt/Sign o Encrypt/Sign
exploits Services App Only qualified Services App Only qualified
e.g. USB apps/libs apps/libs
Stick : : : : : :
Mounting Application Firewall Application Firewall
Unix Dir S
& Rights Sockets Socket Scanning
Issue

Performance Host Safety Host

Checking Safe

QNX/Posix Operation & Classic Autosar
Monitors

Ports

Nlemaud

Attack

8ul. ueog a8eyoed

Vector:
Service Attack vector: Legend
Ports Firewall EXplOitS Selected security controls (in real operation a lot more)

Attack vectors (selected examples)
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Example successful attacks reported on servers

While the old training material focused on ECUs, the new one has ECU and Server included

* Run shell scripts or install unauthorized software via USB
» Direct Memory Access attack against USB 3.x
» Specially prepared media files can be used to tamper media engine services, Bluetooth, and Wi-Fi stacks

« Adding extra code to a digital music file, researchers were able to turn a song burned to CD into a Trojan
horse

» Apps that are directly installed by the Driver into the MM System or his mobile connecting to the car
* Vulnerability of the OnBoard browser of the car

 intercepting the encrypted connection between car connectivity app and Server
« Remote code execution by exploiting the vulnerable internet service on Linux QNX MMX Service

» Default user account password found in GPS tracker apps

» Malicious apps often disguise themselves as tools designed to enhance a car’s in-vehicle infotainment
(IVI) system or improve performance. But instead of providing genuine benefits, they can steal personally
identifiable information (PIl), commit fraud, deploy ransomware, or serve adware.
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Outlook into Further Changes Due to SDV
and AIDVs

The competition between Europe and China leads to a demand of

Software Defined Vehicles and Al Defined Vehicles where SW apps

and SOAs Service Oriented Architecture Competition will become
the decisive factor to win.

CYBERTESTER
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SOA Architectures of SDVs and AlDVs lead to new challenges

In an SOA and App based framework the cybersecurity and safety design patterns will adapt and
this will impact the next versions of cybersecurity materials and understanding

ASIL ASIL
Classified Classified
Service App / can evenbe Decision on

. . Al _ Status & App Monitor Error Flag !
Lib Variant A an Al engine ... »  Status & Comparator » Vehicle LevelSW
Security Layer Results ASIL Classified Engine
Must be registered 1 Not used &
Can only be called from a specific Safe State}
port
Needs a valid signature when Status & App Results Used
: : installed » at Vehicle Level SW
Lib Variant B Needs to be whitelisted Results Engi
...and much more ngine
Performarice Host Safe:yHost Legend
egend:

(Linux/ Posix) (Classi: Autosar) .
Green - additional

securityfor apps
Assumptions of use and Safety OS Stack Red - Safetyin SOA Apps

Input from Vehicle AW Fulfilling Safety Architecture Metrics

& Environment ) )
Input from Vehicle & Environment

(diversein case of ASIL D,
Redundantin case of ASILB or C)
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Free MOOCS from Cybertester

* Integrated to the Skills Hub of the Automotive Skills Alliance

* https://learn.skills-hub.eu/

@ | Learning HOME DASHBOARD MY COURSES
Platform

Register for free
Receive a Link by Email
Confirm and login

Vehicle Servers : https://learn.skills-hub.eu/course/view.php?id=238
Test Case Design with Al: https://learn.skills-hub.eu/course/view.php?id=236

SITE ADMINISTRATION

wywor uouvunny

BRIDGESMEs -

Cybersecurity Basics for

Modern Vehicle Arch.: https://learn.skills-hub.eu/course/view.php?id=239
ECU level: https://learn.skills-hub.eu/course/view.php?id=235
Verification: https://learn.skills-hub.eu/course/view.php?id=237
Cryptography: https://learn.skills-hub.eu/course/view.php?id=230

Cybersecurity Tester -
Cryptography Essentials

&7 33

etails

gy o

Cybersecurity Tester -
Modern Vehicle E/E

Cybersecurity Tester -
ECU Electronic Control

223

CYBERTESTER

HICHIYSTILG u

Cybersecurity Tester -
Test Case Design using Al

Cybersecurity Tester -

Cybersecurity Verification

=33 Details

SO TRIREME®™  ISCN

Automotive Cybersecurity
Practitioner - Introduction

Cybersecurity Tester -
Linux architecture —

28 33 Details )
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