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Agenda

« Context and motivation
* Alin development
 Alin Products
 SPICE4AIl
 Discussion




Context

» Al usage in development is expanding faster than process governance
* Current process frameworks and assessment models assume:

* Human-driven development

* Linear workflows

+ Deterministic tools

— Increasing Al autonomy challenges these assumptions

» Al-enabled products are already part of ASPICE assessments

— Assessment practice is adapting while frameworks remain unchanged

Who's in Control When
Al Does the Engineering?

Systemic Risk

}‘éx Autonomous Teams

bl

-@- Assistive Al  MediumRisk
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Al in Development — Assistance

Al Role

« Al suggests code, requirements, tests, or reviews
« Engineers decide what to accept or reject

* Al has no execution authority

Risk Shift

* Productivity increases

* Volume of output increases

* Risk of over-reliance

» Control and responsibility remain human.

Autonomy Level — (1) Assistive Al
» Al supports decisions, but never directs them.

Al creates Test Cases

Feedback to Al
l A
Accepted?
Test Cases Released |
Al reviews Test Cases Feedback to Engineer
l A

Accepted?

!

Test Cases Released |
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Al in Development- Delegation

Al Role

« Engineers delegate tasks to Al agents

« Agents perform multi-step actions autonomously
« Humans review results, not execution steps

Risk Shift

* Reduced transparency of how results were produced

« Authorship becomes blurred

« Reviews increasingly outcome-focused

» Decision authority remains human, but execution autonomy increases.

Autonomy Level — (2) Directed Agents
« Humans set goals; Al determines how to achieve them.

OpenAl Codex
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Al in Development — Automation

Al Role

« Al orchestrates development flows

« Al triggers reviews, baselines, handovers
« Engineers supervise checkpoints

Copilot requested your review on this pull request.

Switch weather API for the widget feature #19

Copilot wants to merge 2 commits into main from copilot/fix-18 (3

CY Conversation 4 < Commits 2 [L Checks 0 Files changed 3
Risk Shift 8 Copilot Al commented 2 weeks ago - edited ~

« Process steps become implicit This PR switches the weather API used in the widget feature.

« Rationale is embedded in workflows The changes include:

« Traceability is reconstructed after the fact

« Control shifts from activity execution to system supervision.
¥ GitHub Copilot

> Used 2 references

Autonomy Level — (3) Automated Workflows
« Al controls process sequencing, humans monitor outcomes. Run commandin terminal

npm run lint —— widget.js

Linting the code in widget.js using the project's lint script.

Continue Cancel
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Al in Development — Autonomy

Al Role

Al independently designs, implements, and verifies
Human role is largely review or acceptance
« Al makes engineering trade-offs

Risk Shift
« Decisions may not be explainable

Human approval becomes ceremonial
Accountability becomes abstract
« Human understanding no longer equals human control.

Autonomy Level = (4) Autonomous Engineering

Al holds primary engineering decision authority.
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Al in Development — Self-Organization

Al Role

- Multiple Al agents play engineering roles
« Alreviews Al

« System self-optimizes over time

Risk Shift

« Decisions are emergent

* No single accountable actor

« Independence of review collapses

« Assurance must target system behavior, not individual actions.

Autonomy Level = (5) Autonomous Teams
« Engineering becomes a self-organizing system.
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Al in Development — Assessment Implications

Evidence Characteristics Confidence Stabilization: Human vs. Al-Assisted Development
. . Human process - predictable confidence
* Evidence is generated repeatedly Al-assisted - unstable confidence (drift)
« Results may vary across executions 201
« Traceability requires reconstruction
'S
- Z 15}
Implications 5
« Sampling assumptions change w
o
« Confidence becomes time-dependent £ 101
* Interpretation effort increases S

0 25 50 75 100 125 150 175 200
Number of Samples (n)

“With Al-augmented development, every run is effectively a new version.
Sampling logic for classical software no longer builds confidence.
That is why two assessors can both be correct and still disagree.”
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Al in Products

Artificial Intelligence enables machines to J

Artificial Intelligence
{ mimic human behaviour

Machine Learning
Machine Learning (ML) describes the

ability of software to leam from specific
training data and to apply this knowledge
to other similar tasks.

Deep Learning

Dee 10 (DL) is a method of machine
learning which uses multilayer neural networks to
build complex structures of artificial intelligence.

This is just one of many classifications!
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Al in Products

Aspect Machine Learning (ML) Artificial Intelligence (Al)
Perception Detect lanes Detect lanes

Detect vehicles Detect vehicles

Detect pedestrians Detect pedestrians

Classify signs Classify signs
Prediction Brake probability = 80% Brake probability = 80%
Reasoning Evaluate multiple options

Filter illegal/unsafe options

Planning Select trajectory
Optimize comfort/safety

Decision Brake, steer

Control Maintain gap
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Al in Products — Current Challenges

Problems

§4

§4.1 Def.
[ Toxicity and bias N
§4-_2 . Detoxicity and debias
Hallucination
§4.3 Refine training data

Jailbreak

Learn from human feedback

§5 Backdoor and
- poisoning attacks Safe instruction-tuning
5.2
S )

§6

Adversarial attack Adversarial training
§6.1 % \ |

—»[ Privacy leakage \ Data uncleaning
Detection

—{Membership inference attack

§6.2 —{ Attribute inference attack Differential privacy
—-[ Inference attack ]J

—-[ Data reconstruction attack Federated learning

—»[ Model inversion attack

Method based on cryptography

§6.3 —  Model extraction attack | .
—{ Extraction attack — > Watermarking
—{ Data extraction attack ]

R. Zhang et al, On large language models safety, security, and privacy: A survey, 2025

uoneinduwod
duiagasaad-AoeaLiq

intacs.infoulil

International Assessor Certification Scheme



Al in Products — Current Challenges

ISO/PAS 8800

ISO 8800 Clause 7
Al safety management

MAN.3 «

Project Management

MLE.1

Machine Learning <
Requirements Analysis

ISO 8800 Clause 9
> Derivation of Al safety
requirements

ISO 8800 Clause 8
Assurance arguments for
Al systems

ISO 8800 Clause 10

ISO 8800 Clause 13
Safety analysis of Al

I
I
I
I
I
qu | MLE-Z _ < > Selection of Al systems
= Machine Leamning technologies, architectural
o | Architecture 4—1’ and development measures
|
2 ; L ISO 8800 Clause 14
I | ause
| I MLE.3 < | I Measures during oparation
E I Machine Learning Training I I
|
I 1 I
I ! ISO 8800 Clause 15
| MLE .4 . : I N |SQ_ BE_'OO Clau_se _12 Confidence in use of Al
I Machine Learning Model [ I 1 > Ve”f":fattr']‘)”pa"d "’f"da"‘)” development frameworks
I Testing | I orthe Al system and software tools {...)
— | I
I i
l SUP.11 || 1508800 Clause 11
\ MaChr:l:lle Leamlngt Data ! \ Data-related considerations
anagemen
N a ! \
~ 4 ~
. e e e e e o e o o o o - N e e e e e e e e Y e oo -

* SO 8800 Clause 11 is also covered by Data Management SPICE

e o o o o o e
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SPICE4AI

Purpose

« Address assessability of Al in development

e Clarify assessment domains for Al-enabled products
« Support consistent assessment practice

Scope

« Al-based development activities

« Al-enabled products

« Lifecycle-wide assessment considerations

Position
« Aligned with ASPICE assessment logic
* Not a replacement or extension
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SPICE4AI — Deliverables (2026)

Al-Augmented Development Al-Enabled Products

Assessment Guidelines MLE Training material
Use Case Library Product Use Case Library
White Papers White Papers
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DO YOU HAVE ANY QUESTIONS?

The copying, use, distribution or disclosure of the confidential and proprietary information
prohibited without prior written consent. Any breach shall subject the infringing party to
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Copyright and Trademark® Notice

The name Automotive SPICE® is trademarked and is the property of the VDA®.

INTACS® is trademarked and is the property of International Assessor Certification Scheme e.V.
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